Kevin Cardwell spent 22 years in the U.S. Navy, starting
off in Sound Navigation and Ranging (SONAR). He began
programming in 1987. He was fortunate enough to get on
the Testing Team and got to test and evaluate Surveillance
and Weapon system software including; Remote Mine-
Hunting System, Multi-System Torpedo Recognition Alert
Processor (MSTRAP), Advanced Radar Periscope
Discrimination Detection System (ARPDD), Tactical
Decision Support Subsystem (TDSS) and Computer Aided
Dead Reckoning Tracer (CADRT). Shortly thereafter he
became a software and systems engineer and was was
selected to head the team that built a Network Operation
Center (NOC) that provided services to the command ashore
and ships at sea in the Norwegian Sea and Atlantic Ocean.

In 2000, Cardwell formed his own Engineering
Solutions company and has been providing consulting
services for companies throughout the UK and Europe. He is
also an Adjunct Associate Professor for the University of
Maryland University College and is the European rep for the
Information Assurance curriculum. He holds a BS in
Computer Science from National University in California
and a MS in Software Engineering from the Southern
Methodist University (SMU) in Texas.

Kevin Cardwell

Toolkits:
All-in-One Approach to Security

This talk will be on using toolkits for your pen-testing,
vulnerability assessment etc. Configuring a plethora of the
different tools out there can be quite time consuming, and
challenging. The focus of this talk will be to look at an alternative
solution that provides a suite of tools at boot. Until recently there
was not very many toolkits, and the ones that were there did not
work very well, that has changed and in this talk I will discuss the
toolkits available, and demo one of the better ones. The toolkits
that will be reviewed will all be open source, and free, there are
commercial solutions available, but why pay when the free ones
are more than adequate.
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Tool Selection

* One of the most difficult things?

— Finding security tools that
* You are comfortable configuring

» Have a reputation of being successful
» Are FREE!

» Toolkit approach

— The tool used is not a factor if
* You are comfortable with the tool
¢ The tool performs satisfactorily
* The tool gets the job done

Tool Usage

» Two Approaches

— Traditional
* Download tool
« README File
* /configure
* make
* make INSTALL
« If all goes well! .... Run the tool
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Traditional Approach Pitfalls

Did you remember all the dependencies?
— Libpcap, openssl etc

Are all the libraries built?

Is everything the right version?

Are there specific steps to follow to get the
tool running

— ie: Nessus
Does the tool work on your OS!

Tool Usage: Cont

 Alternative approach
— Tools Available at Boot!
— No build requirements

— No hard drive impact

+ Can use on any machine, and then restore to its normal
operation!

— Use on virtually any Intel system
— Web based GUI
— SSL, ssh etc

— Powerful Scripts!

digital self defense
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Available Toolkits

Knoppix

— Father of the majority of the kits
Helix

— Forensic based
PHLAK

— Designed for “hacking”
Auditor

— Plethora of security tools

Network Security Toolkit
— Powerful scripts
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Knoppix

» Most of the toolkits are based on Knoppix
» Hardware friendly

 Lots of choices:
— Local Area Security
* http://www.localareasecurity.com
— Knoppix Security Tools Distribution
+ Kyle Rankin
— Knoppix Hacks — ISBN: 0-595-00787-6

Helix

» Applications dedicated to Incident Response and
Forensics.

« Will not auto mount swap space, or auto mount
any attached devices

— Forensically sound

* Special Windows autorun side for Incident
Response and Forensics.

» Used by E-fense, SANS and others!

« http://www.e-fense.com/helix/

digital self defense
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PHLAK

» Professional Hackers Linux Assault Kit

 Derivative of Morphix
— by Alex de Landgraaf

 http://www.phlak.org

Auditor

Very big
— 600 MB+
Tons of tools broken down into areas

— Scanning

— Footprinting etc

Excellent at getting wireless working at boot!

Tutorials available
— http://new.remote-exploit.org/index.php/Tutorials

http://www.remote-exploit.org
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Network Security Toolkit

My favorite

The scripts are unbelievable

From the GUI can run almost everything
within clicks of a mouse

http://www.networksecuritytoolkit.org

Introducing the Network Security
Toolkit

 Created by:
— Ronald W. Henderson and Paul Blankenbaker

* Distributed under the GPL (GNU Public License)

_Everyone is permitted to copy and distribute
verbatim copies of this license document, but
changing it is not allowed

 Change is allowed for your own personal use, but not for
distribution to others

digital self defense
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About the NST

 This bootable ISO CD is based on Fedora Core 2.
The toolkit was designed to provide easy access to
best-of-breed Open Source Network Security
Applications and should run on most x86
platforms.

¢ When booted in the default manner, access to the
running (NST) probe system can be accomplished
in the following manner:
— Logging in directly to the probe using the console
— logging in via a ssh client program: ssh root@IP
— directing a SSL capable web browser to: https://IP/

NST Info

* Boots from an ISO cd image

— Works on virtually all x86 Intel Architectures
» Creates RAM disk

* The more RAM the better

« X windows

— Hit or miss

— Start by typing /x vwtm

— If problems

* Run setup x and choose hardware
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NST Contents

* The majority of tools published in the article: Top 75
Security Tools by insecure.org are available in the
toolkit.
— Ettercap
* Man-in-the-middle attacks
* SSL sniffing
— Nessus
» Top 5 scanner
— Kismet
» Wireless WEP cracking

NST contents (cont)

e Snort

— In 2 mouse clicks
¢ Full blown with BASE or ACID display

— I have never seen an easier Snort setup!!
* lots more

— User guide

« http://www.networksecuritytoolkit.org/nst/index.ht
ml

— Man pages

digital self defense
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Starting the Toolkit

* Insert CD-Rom
* Boot system

 During the initial boot, at the prompt press
space bar for custom boot

— Several options

* 2 of note
— Desktop
— Laptop (loads all PCMCIA services)

Startup (cont)

* During boot
— System stops and prompts for a password for root

— On network interfaces the script looks for a DHCP server
* If there is no DHCP this fails and the boot continues

» After boot
— Login as user root with password supplied at boot
 Use ifconfig to setup network

— ifconfig ethO 10.1.1.7 (what ever ip you are assigning)
— ifconfig ethO netmask 255.255.255.0
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Initial Setup

* Once X starts

— Right-click on the desktop and select desktop
applications
* Select Firefox

* Firefox will load and prompt for a login
— Login
 User root
» And password supplied at boot

NST WUI
(Web User Interface)

* There are 2 options

— 1. Use the NST from the machine it is running
on

— 2. Connect to it from another machine

* Open up browser and
— Type https://IP ADDRESS/
— NOTE:
» HTTPS

» Cannot log in via HTTP due to clear text login

digital self defense
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NST Web User Interface
“This srt of w oob based uter interface to common MST tasks
Documentation
ST README, Links, Techescal (FDF), At SourceF

Manufest, Man Pages, /docs
Hardware. Eeboat, Halt, Pow
SQL D
[Dowodoads |
s e, I
Networking
[Momitors B 3
T —
Ve treast have a X server funning to use these hnks (and & mast accept co -
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System Scan
Thit piage simplifice the pracess of perfasming a nessus sean on a spstem
Start Nessus
The nessas deamnon does oot seem bo be numing at th bt ot yet Brushed its mitiahieation {check the
[ St Nessus with Local Pheging ]
[ Start Nassus wih Latest Fluging ]
4d bie poted that the Start Messues with Latest Plugins opticn vl case the NST probe to go to the Tntemet and download fle(s) from the necsus web site. You thould orly consider this opion if
Intes 3
Log File(s)
The Aranlogivii/essusd log s wasn't found - 50 we haws nothing to show you Thas typically occurs i you have stariedistopped the nessusd process outside of the WU interface
Inf: Sp iy
Infor
For the curious, thit FTML page uses the following commands avadabie on the WST probe To start up the nessus deamean
-~ Y
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System Scan

This page sieplifics the process of prafoaming & nessus scmn oo & system

Starting nessusd

+ the nessusd on the robe system in the background with the fallowing command

We are now attempting to

et for the

he o mesrus page and pericdically press pour browser's refresh btton whie

4 should be able to chek ber

- it may takn awh

The messusl process o now comng

nesrurd to come up
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System Scan

This page sieplifics the process of prafoaming & nessus scmn oo & system

Start Scan

3). Please note, this will clear the resuk

cars to be nanning on the }
scan that has been performss

for the wformation to become avadable) A full subret scan (ke 192.168.0.024)

Stop Nessus

ke the beston below if you would likce 10 stop the necsus dasmon and clean up the temporary files i loaded

Log File(s)

vsh buttan to get 1 cumers

The followng shows the last 100 bnes of the log file created when we last attempted to start or stop the nes g nieed to press your browses

Linse=100

S B ireenet
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Documentation
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Networking
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Intrusion Detection Sncnt, 5
;
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age sumplifins the procezs of vetting up and menitering me

Setup Snort

The following allows on to i an mstance of snort on & parsicular interface

[(Sieazs

Tt shoud be noted that selecing the Remote ndes option will cause the HET probe te go to the Inbernet amd &
has Internet access

It should alse
interface

The Following &

doad Ble(s) from the ment web ate. Yoo

be noted that it 15 possmble to stan up multiple mstances of mort o your mackme has more than one mterface. For example, you could start m

tommand Ine options which can be passed to the setup_snort scrpt (you can use some of

ol

m the Other mpat Beld i deswed)

comzder s «

S B ireenet

ticm i yous 1.

robe

sort twice, once on the ethD and once on the ethl
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Snort

p and momtormg

Thns page sumphies the process of

Setting Up Snort

' are now irsung the commands to setup mart & the backgromnd

angwhers from a fiow seconds to several miswies depending upon the state and speed of th probe, Use the button

belew to chock on the pregress

[Crmoes |
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Snort

This page simplifics the process of setting wp snd meniterng mest

Snort Is Running!

se the button bek
BASE ketortace For Snort
ALID Inanincs Fos Snot

v to make use of the php-base of php-acid interface to

Al Right!

s ke your persistance has pad off and sort is act:

The Followmg shows the smort processes currently munning on the probe

dd be able to use the butten below bo kil all of the &

precrases pummmy

Setup Snort

The following allows one to i an imstance of enort on a particular interface
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Basic Analysis and Security Engine (BASE)

Muost recent Aleris any protacal, TCP, UDP
Today's aloris unique_ listing, 1= s/ dst Ou
alerts unique, Usting. P se / det Databass:
alerts unique, Usting. P src / det
Mast racant 15 Unique Alore

fruz.

L i
Lasl Desbnabion Pods. any , TOP , UDP
Htust froquent § Alurts

Most Frequert Source Ports. amy , TCP, UDP Gragl data
Most Frequent Destination Ports. amy , TCP , UDP Graph alent dutuction time
Most frequent 18 addresses. source, destination

Trafie Profile by Proioeal
Uniue Murts: 0 TR @)
catugorissl) I
Tatal Humber of Alers:
JOF @%)

» Gre 1P adden @ |
+ Deat IP addrs 0 ICMP %)
# Unique ® links 0

. 8 5
0y VO (0)

iscan Trafic %)

+ Dust Pons 0
o TCP (0) LOP (0)

i & Statws | Administration

vin Johnson

|l

&l S W it

gt Sean - Misrnsaft Intarned Feplorer pravided by Hiapemeneld
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W Diemch + Frghigh | ] optorn T Pogeue ke + o Hotmal g1, Meciarger (] iy bSH
a ,
System Scan
This page sieplifics the process of prafoaming & nessus scmn oo & system
Start Scan
nessus appears to be ranning on the MST probe at 192 168 2 2 and should be able to perform a scan (your system appears to be at 1 3). Flease note, this will clear the resuks of any other system
stan that has been performed fhirough the web sterface
Be prepared to wait a5 a scan takes awhils (think 10 menutes of pressng the rofrosh button on your browser as you was for the nformation ta becoms avadable) A fill sbet scan (ke 192.168.0.0/24)
takes a particulanly long tine - mnd may cause network prnters to pont many pages of garbage).
Stop Nessus
Tze the beston below i you wauld lce 1o mop the nessus daemon and chean up the temporary files i loaded.
Log File(s)
The followng shows the last 100 bnes of the log file created vwhen we last attempted to start or stop the nessus daemon (you may need to press your browser's refesh button o get # carmest stabas)
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cam om & gstem

Thos page sunphfies the process of perf

Starting Scan

We are sarting the nersus sean on 192.168.2 4 using the fllowing command

<
& oeen

uir browser as you

S it

S fawch S Paeries )| 13-

rhaines. o0

Dsewch + et | [ oo

System Scan

- @%p 3

Poprugn Alowd * i Hotmad - g, Mevimrger [ iy SN

This prage simplifics the process of peaforming & nerrus stan on & system

Scan In Progress

It appears
show the en

wmrfBin Ll

The follswang sheald r

1 you want to stop ALL nessis scans i progress, you can

Log File(s)

port the nessue procerzes curmently nmemg reans on the system

age will disappear once the resilts of the scan become mailable The fllowing should

ster)

g file crested when

The following shows the bt 100 nes of
<

wee last attempted oo

tart ar stop the nes

[Eloe
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System Scan

Scan In Progress

Thit page simplifics the process of performing a nesmus sean on & Tpstem

Tt appears that a ness
shanw th

TF you want to stop ALL ness

Log File(s)

an it already in progress
nd oFthe coan log (t should changs as nes

The fellwing theuld repart the nessur procerser curmently ruesing reane on the sysiem

cans in progress, you can use the button below

ou press the Refresh/Reload button on your browser, this message will ditappear cnce the renulis of the scan become available The following thould
¢ continies 1% 6640 and wou press the refresh buman in your browser)

Stop Mess

The Following thows th
<

Elors

e log file created when we last attempted &

redfesh buttan o get i currest status) v

art or stop the nesrus dasmon (you mag need to press your browser'

S W ket

3k - x| B €2 J sewch Favvarits - e M -
e ———
v Psewch + it [ ootom ] Prpuss Al
age surplifics the process of pefonming & nesius semn on & system
Results
Results fram a previous nessus scan are avalable
Tep
19215824
Start Scan
5 appeass b be rannung on the NST probe a1 1921
scan that has been perfiarmed fhrough the web =tter
Be prepared to wait as & 3 ¢ soan (ke 192.168.0.024)
takes & particulardy Jong time - mnd may cause network penters ot muy pages of gabage)
Stop Nessus
ke the besion below if you would lice 1o stop the necsus daemon and clean up the temporary files i loaded
Log File(s)
The Following shows the entire bog B¢ created when we [ast tne we aftenipted 1o scan a systems
[ ore 5 reemet
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Repartition of the lewel of the secunity problems -

Security Kisks

o InfuiBaEs

[Back be the midex]

{Secrurty notes faund)

o fip (@ ity (Security notes found)

o ftee (Eien) (Soeurity sotes found)
et (Srcaraty

©
o )
& microsoft-de (4450ep) [Security wotes found)

o plap (5540 (Becurity notes found)

o padl (103 0ep) (Secursly mates fesnd)

o LiA-aratarm (102 6itep} (Security notes faund?
o NEZEor JI5 {102 Step] (Security notes found)

o fadd (1022%ep) (Bicurity notes found)

o pad? (103 iter) (Eacuriy notes fowsd)

) Frenrite notas freimd)

L
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Basic Analysis and Security Engine (BASE)

Most recent Aleris: any protocol, TCP, UDP, ICHP
Today's alots unique, listing, I src / dst
e, listing. IP se¢ / det B
Lagt 72 Hours: alerts unique, listing. IP src / dst Time win
Mast recent 15 Unique Alors
Last Source Poats: any , TCP , UDP
Last Destination Perds: any , TCP , UDP
Most frequant 5 Alorts it
Most Frequert Ssurce Ports: amy , TCP , UDP Graph Alan data

Gragh alert detoction time

Most Frequént Destination Ports: any , TCP |, UDP
Most froquent 15 addresses: source, dostination

Sansam: 1 Teafie Profitn by Protoeol
Unique Alar 78 TCP Py
catngorinei

Tatal Humbar af Alars: 769
UDP (59%)

» Src 1P add 2
Dot 1P addrs 2 EMP (%)

» Uniqun  links 4

& Source Pos. 113

o TCP (55) UDP {58) Potscan Trafic %)
Dest Porls: [
o TCP (49) UOP (13)
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Meta Criteria any
¥ Criteria any
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Unlque Alers | classificatians |
Unique sddesses source | destination
Unique IP links

Souree Foa: TCP | UDP

Destination Fo. TCP | UDP

Time profile of alots

[Back|

Displaying alerts 1-50 of 104 total

0 #0.{1.265) 102.968.2.4-285

O M4 |ewnficatgbugtran]{arachNIDS [saon| MISC sowce route Bssm 19216824 485 1921682 2 2564
O @00  [evafleatibugtranaraeh NS [snon] MISC sswrs rous e 19716874485 16833 25554
(] 341264 |ewn TicatIbugtran]jarachNIDS [snon] MIEC sowce routs Fssre L1682 485 216822 25564
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(m| {1 255) [arachMIDS enart) SCAN SYN Fi 102,168.2.2.10004 92 A6E2A 1005
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{m| 1401240} [smort] BAD-TRAFFIC tep port O traffic 20050205 16.85.38 192.168.240 192.168.2.2 34710
0 #5024 [snor] BADTRAFFIC tep port 0 traffic 20050205 16:45: 3 192.168.2.40 192.060.2.2 6350
O WEQ2e)  [seon] BADTRAFFIC tcp port O traflic AO205 16863 192160.2.2 19541 WLIETAT
(5] EULMAT)  [snort] BADLTRAFEIC tep port O trafhie TI05-L10.05 168538 AR AT 1716827 19541
{m] FIB2H)  [snon] BAD-TRAFFIC tep port O traffie 20050005 16.46.38 192.168.2.2 62555 1W2.168.240
(] 19.01.245) [smeort] BAD-TRAFFIC tep port O traffic 20050205 16.85 38 192.168.240 192.168.2.7 62588
(m| FON246)  [svort] BADLTRAFFIC tep port O trafic 20050005 164538 192.968.2.2.20025 W2960.2.40
(5] HZLO247)  [snort] BAD-TRAFFIC top port O traffic A5 1646 3 192,160,240 1216823 A0
O w2 [snoe) BADTRAFFIC tep pon O trafl 0050105 16463 142.168.2.2 2965 02168740
(=] #2301.239) [snurt] BAD-TRAFFIC tep port O raffic 2005-00-05 16.46.57 192.168.2.2 6358 1W2.168.240
{m} WE4-(1-237) [smort] BAD-TRAFFIC tep port  traffic 20050205 168536 192.168.240 192.168.2.2 23324
O #5123 [snort] BAD-TRATFIC tp port O traffic 20050205 16:45:%% 102.168,2.224710 102160240
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Displaying sberts 1-50 of 180 total

0 #0267} [snor] TFTP GET passwd

(=] #1.(1260)  [mnar) TFTP Gat 197, 168.2.2 3205

1 #eitaEs  [ovelficadioellicafarachIoS]smon] TETP paren drectory 192.160.2.2 32505 une
1 #{125%)  [|snort] TFTP GET passwd 1G22 0005 1024602460 [
[0 #0an  oseficatfarachNIDS Fenori] TFTR oot drectory 97, 160.7 3 1505 9607 4B upP
O (258 fenart] TFTP Gat 192.168.2.7 L2005 107 768.2.4 B9 [
(m} #6(1253)  |snon] TFTP Get X 192.168.2.2 4315 192.168.2.4.69 uoe
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O #1950 nessuslsnon] MISC AFS access 20050005 164607 1S2.4002.270000  102.960.2.4:7001 uop
O #1908 nessusfsnon| MISC AFS scoess G005 16 AE D6 197, 160.7.3 LA 916074 700 upe
1 H6{450)  [arechIDS]jsnon] DOOS Trind0 Mester to Daemen defaull passaond altemet MO050005 164606 19216822100  HRAGS.24.I7444 upp
] S17(1451)  |snort] SCAN Amands clibe wesien request 0050005 164606 192960227099  192.168.2.4-10080 uDR
[ #0457 [snor] SCAN Amanda clien version mgqunst AOSOE05 164606 15602 TS VHRAGE2.4 10001 upP
[ SR8 [snacd] SCAN Amands client weesion request AN5005 16 8605 19216027 359 192,168,274 10080 upP
O e20pasm SHMP missing ing g 050205 164554 192.168.2.2 32671 192.168.2.4 161 uoP
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